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INTRODUCTION
A.  The Conflict

In 2004, a television newscaster asked, “Did it ever occur to you
that when President Bush [said], ‘Money is the lifeblood of terrorist
operations,” he [was] talking about your money—and every other
American’s money?”! With over 78 million Americans holding an in-
creasingly global? array of securities though pension plans and mutual
funds, the chances are good that you have money invested in compa-
nies that are doing business in nations that support terrorism.> Fur-
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1. Rebecca Leung, Doing Business with the Enemy: Are U.S. Firms Doing Business in Nations
That Support Terrorism?, CBSNEws, Aug. 29, 2004, http://www.cbsnews.com/stories/2004/01/22/
60minutes/main595214.shtml (last visited Feb. 10, 2010) (emphasis added). In fact, in the run up
to the 2008 U.S. presidential election, USA Today reported that both John McCain and Barack
Obama held family investments in mutual funds with shares in companies doing business in Iran.
See Matt Kelley & Ken Dilanian, Candidates Tied to Iran-Tainted Investments, USA TopAy,
June 3, 2008, at 4A.

2. Aaron Lorenzo, U.S. Investors Increased Portfolio Holdings of Foreign Securities by 20 Per-
cent Last Year, 40 Sec. Reg. & L. Rep. (BNA) 1426 (Sept. 15, 2008). For a discussion of how to
regulate in a time of widespread global ownership of securities, see generally Ethiopis Tafara &
Robert J. Peterson, A Blueprint for Cross-Border Access to U.S. Investors: A New International
Framework, 48 Harv. InT’L. LJ. 31 (2007).

3. As one expert expresses it, “[Tlhe principal source of financial and economic support for
Iran and certain other countries of concern are [publicly traded companies]. Most Americans
hold at least some of these companies in their retirement accounts and other investment portfo-
lios.” Foreign Policy Implications of U.S. Efforts to Address the International Financial Crisis:
TARP, TALF and the G-20 Plan: Hearing Before the Subcomm. on Terrorism, Nonproliferation
and Trade of the H. Comm. on Foreign Affairs, 111th Cong. 55 (2009) [hereinafter Foreign Policy
Hearing] (statement of Roger Robinson, Jr., President and CEO, Conflict Securities Advisory
Group). The U.S. Department of State uses the following definition of terrorism: “[The term
‘terrorism’ means premeditated, politically motivated violence perpetrated against noncomba-
tant targets by subnational groups or clandestine agents,” usually intended to influence an audi-
ence. 22 U.S.C. § 2656f(d)(2) (2006).
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thermore, because of the way U.S. securities regulation currently
operates, you may not be able to find out if you do.

This Article explores why, in an ostensibly public securities market,
investors cannot find out whether their own money goes to countries
that have been designated by the U.S. Department of State as State
Sponsors of Terrorism (SSTs).* It also examines the way in which im-
position of U.S. economic sanctions on SSTs should influence the
mandatory disclosure regime for securities that are offered to the pub-
lic in the United States.

This issue is timely. In the wake of the financial crisis, the United
States is attempting to reform its financial regulatory system. At the
same time, in the post-September 11th world, with ongoing wars in
Iraq and Afghanistan, and renewed concerns about nuclear prolifera-
tion in Iran and elsewhere, the United States is reexamining the ways
in which it responds to security threats. This Article will show that
financial and foreign policy must be coordinated® in order to create a
sensible and safe regime to govern both securities and security.®

The very existence of this issue may be somewhat surprising. One
might assume that if the United States has designated a country as an

4. “Countries determined by the Secretary of State to have repeatedly provided support for
acts of international terrorism are designated pursuant to three laws: section 6(j) of the Export
Administration Act of 1979, section 40 of the Arms Export Control Act, and section 620A of the
Foreign Assistance Act.” U.S. Dep’t of State, State Sponsors of Terrorism, http://www.state.gov/
s/ct/c14151.htm (last visited Jan. 15, 2010). Such countries are then subject to restrictions on, for
example, “U.S. foreign assistance including Export-Import Bank credits and guarantees (under
the Foreign Assistance Act of 1961).” Gary CLYDE HUFBAUER, JEFFREY J. ScHOTT & BAR-
BARA OEGG, PoLicy Brier 01-11: UsiNG SancTiONs TO FIGHT TERRORISM (Nov. 2001), http://
www.iie.com/publications/pb/pb.cfm?ResearchID=79 (last visited Feb. 10, 2010). Currently the
Department of State has designated Cuba, Iran, Sudan, and Syria as state sponsors of terrorism
(SSTs). See U.S. Dep't of State, State Sponsors of Terrorism, supra. North Korea was removed
from the list in the fall of 2008, although it remains subject to a number of other U.S. sanctions.
See Gary G. Yerkey, North Korea’s Removal from Terrorism List Seen Having Only Marginal
Impact on Exports, 25 Int’l Trade Rep. (BNA) 1517 (Oct. 23, 2008).

S. For example, the Troubled Asset Relief Program (TARP) and the Term Asset Backed Se-
curities Law Facility (TALF) involved enormous outlays of tax dollars with little vetting of recip-
ients regarding their business activities overseas. See Foreign Policy Hearing, supra note 3, at 53
(statement of Roger Robinson, Jr., President and CEO, Conflict Securities Advisory Group).

6. U.S. securities regulation has long played a role in foreign affairs. See Felice Batlan, The
Imperial SEC?—Foreign Policy and the Internationalization of the Securities Markets,
1934-1990 (Dec. 1, 2008), http://www.sechistorical.org/museum/galleries/imp/index.php (last vis-
ited Feb. 10, 2010) (“The international role of the SEC, however, extends far beyond the securi-
ties markets, whether domestic or foreign. The SEC participated in shaping U.S. foreign affairs
and foreign economic policy.”). Burt see Letter from Diana L. Preston, Managing Dir. & Assoc.
Gen. Counsel, Sec. Indus. & Fin. Mkts. Ass’n, and David G. Strongin, Managing Dir., Sec. Indus.
& Fin. Mkts. Ass’n, to Nancy M. Morris, Sec’y, SEC (Jan. 22, 2008), http://www.sec.gov/com-
ments/s7-27-07/s72707-21.pdf (last visited Feb. 10, 2010) (arguing that the SEC’s mission is not
related to foreign policy and national security matters).
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SST and has imposed sanctions, then it has isolated that country be-
cause U.S. companies may not conduct business in the embargoed na-
tion, and U.S. investors may not invest in companies that conduct
business there.

The legal situation is more complex. U.S. sanctions may not apply
to non-U.S. companies that sell securities in the United States or to
non-U.S. subsidiaries of U.S. companies. Although U.S. companies
cannot do business in most countries subject to U.S. sanctions, if a
foreign country opts not to impose sanctions, then its companies may
lawfully conduct business there. This creates an opportunity for regu-
latory arbitrage. For example, a U.S. company may raise money in
the U.S. capital markets and incorporate a subsidiary in a country that
does not impose any sanctions that prohibit doing business in an SST.
Or, a foreign company may do business in an SST and at the same
time raise capital in the United States. As a result, the objectives of
the U.S. sanctions regime—to isolate the SST—are somewhat
frustrated.

The core mechanism of the federal securities laws—namely, disclo-
sure—can be used to address this tension between national security
policy and global business that is conducted in multiple jurisdictions.
While the United States may not be able to prevent a foreign entity
from doing business in an SST, it can require that entity to disclose
such business if it seeks to raise capital in the U.S. public markets.

The general legal issue, then, is whether issuers with operations in
or with SST's must disclose those operations in the filings that they are
required to make available to the U.S. investing public. Unsurpris-
ingly, such issuers have resisted disclosing their business activities in
SSTs unless the issuers are obviously required to do so because those
activities are financially very significant.

As discussed in detail below, under U.S. securities laws, whether
business activities must be disclosed generally depends on whether the
information is “material.” The materiality of information is analyzed
by asking whether there is a substantial likelihood that a reasonable
investor would find the information significant.” This Article argues
that business in or with an SST is material and must therefore be
disclosed.

As an empirical matter, disclosure of operations in or with SSTs is
inadequate. This Article analyzes the publicly available disclosure of
over a hundred companies reported to be doing business in the three

7. See TSC Indus., Inc. v. Northway, Inc., 426 U.S. 438 (1976); see also infra Part 111.C (analyz-
ing materiality).



1154 DEPAUL LAW REVIEW [Vol. 59:1151

SSTs that are subject to the most comprehensive U.S. economic sanc-
tions: Cuba,? Iran,® and Sudan'© (the “Sanctioned Countries”).!! Less
than half of these companies make any disclosure of their activities in
or with the Sanctioned Countries in the periodic reports they file with
the U.S. Securities and Exchange Commission (SEC).!12 Even in cases
in which companies disclose the existence of operations in or with the
Sanctioned Countries, information about the nature or extent of such
business is often withheld. Moreover, investors looking for informa-
tion about companies’ activities in the Sanctioned Countries often
cannot find that information, even if it is nominally disclosed.’?* In
short, disclosure of business in or with the Sanctioned Countries is
ineffective.

The lack of disclosure and the difficulty of finding the information
that is disclosed mean that U.S. investors may unwittingly be support-
ing activities contrary to the security policy of the United States, activ-
ities that would be illegal for a U.S. person to undertake. To the
extent that disclosure is inadequate, the conduct of such companies is
not disciplined by public scrutiny. Fortunately, this problem may be
easily addressed. This Article demonstrates the need for, and then
concludes with suggestions for, a stronger approach to making infor-
mation about capital flows to SSTs more available, thereby fostering
more sound investments and perhaps more responsible business.

8. Cuba was listed as an SST in 1982, “primarily because of its support for the M-19 guerrilla
organization in Colombia.” HUFBAUER ET AL., supra note 4, at 5. Cuba remains on the list
“because it continues to provide [a] safe haven to individual terrorists and maintains ties to Latin
American insurgents.” Id.

9. The State Department listed Iran as an SST in 1984 “in response to [its] alleged . . . in-
volvement in the bombing of the U.S. marine base in Lebanon.” Id. at 3.

10. Sudan was listed as an SST in 1993 for harboring terrorists and for its unwillingness to
cooperate with international counterterrorism efforts. See id. at 4.

11. In order to study the problem of securities being sold to U.S. investors without disclosing
the issuer’s operations in countries designated as SSTs and sanctioned by the United States, this
Article will focus on the three SSTs subject to the most stringent U.S. sanctions and in which
foreign investment is likely: Iran, Sudan, and Cuba. This Article will not include a discussion of
Syria, which has not historically offered significant business opportunities to outside companies.
But see Jay Solomon, Syria Cracks Open Its Frail Economy, WaLL ST. J., Sept. 1, 2009, at Al; Jay
Solomon, Syria to Open Its Economy to Foreign Investors, WaLL St. J., May 14, 2009, at A11.

12. See infra Part V (discussing those findings, which were collected using the SEC’s Elec-
tronic Data Gathering Analysis and Retrieval system (EDGAR)).

13. The current limitations of the SEC’s web-based search engine, EDGAR, make finding
companies’ disclosure of such activities difficult. For example, full text searches of a company’s
disclosure are only available for documents that are less than four years old. For a more detailed
discussion of the limitations of EDGAR for these purposes, see infra Part V.A.2.b.
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B. The Halliburton Story

The story of Halliburton Company provides an introduction to the
confusion between existing securities law and the stated objectives of
U.S. security policy. Founded in 1919, Halliburton! is one of the
world’s largest providers of products and services to the energy indus-
try.1> Halliburton derives over half of its revenue from operations
outside the United States,'¢ and it owns or controls a large number of
U.S. and non-U.S. subsidiaries.!”

In 2002 and 2003, one of Halliburton’s non-U.S. subsidiaries, Halli-
burton Products and Services, Ltd. (HPSL), earned all of its approxi-
mately $30 million to $40 million in annual revenues from oilfield
service work in Iran.'® At that time, Iran was already the subject of
comprehensive U.S. sanctions.’ Consequently, U.S.-incorporated
companies could not—and in fact, still cannot—do business in Iran.
Nevertheless, by using HPSL, Halliburton was able to do indirectly
what it could not do directly because HPSL is incorporated in the Cay-
man Islands and headquartered in Dubai, United Arab Emirates
(neither of which imposes sanctions on Iran). Halliburton’s Iranian
activities may have worked against the intent of the U.S. sanctions,

14. The ticker symbol for Halliburton on the New York Stock Exchange is HAL.

15. See Halliburton Co., Corporate Profile—Halliburton-Corporate Profile, http:/
www.halliburton.com/AboutUs/default.aspx?navid=966&pageid=2458 (last visited Feb. 10,
2010). Halliburton has over 50,000 employees in approximately 70 countries. Id.

16. See Halliburton Co., Annual Report (Form 10-K), at 44 (Feb. 18, 2009), http://www.sec.
gov/Archives/edgar/data/45012/000004501209000098/ed10k2008_final.htm (last visited Feb. 10,
2010). In 2008, Halliburton’s operations in countries other than the United States accounted for
approximately 57% of its consolidated revenue, and those operations were 56% and 55% of
Halliburton’s consolidated revenue during 2007 and 2006, respectively. Id.

17. Despite, or perhaps because of, the uncertain economic climate in the last few years, Hal-
liburton’s pace of acquisition of non-U.S. entities has remained brisk. See, e.g., Press Release,
Halliburton Co., Halliburton Acquires PSL Energy Services Limited (July 31, 2007), http://
www.halliburton.com/public/news/pubsdata/press_release/2007/corpnws_073107.htm] (last vis-
ited Feb. 10, 2010); Press Release, Halliburton Co., Halliburton Enters into Agreement to Ac-
quire OOO Burservice (July 20, 2007), http://www.halliburton.com/public/news/pubsdata/
press_release/2007/corpnws_072007.html (last visited Feb. 10, 2010); Press Release, Halliburton
Co., Halliburton Opens Manufacturing Center in Mexico (Mar. 19, 2007), http:/
www.halliburton.com/public/news/pubsdata/press_release/2007/esgnws_031907.html (last visited
Feb. 10, 2010).

18. Letter from Margaret E. Carriere, Senior Vice President & Corporate Sec’y, Halliburton
Co., to Cecilia D. Blye, Chief, Office of Global Sec. Risk, SEC (May 26, 2006), http://
www.sec.gov/Archives/edgar/data/45012/000004501206000242/filenamel.htm (last visited Feb.
10, 2010); see also Press Release, Halliburton Co., Halliburton Business in Iran-Global Over-
view, (Jan. 25, 2004), http://theyesmen.org/agribusiness/halliburton/news/archive/2004/re-
port.html (last visited Feb. 10, 2010). Halliburton activities in Iran were also conducted, on a
smaller scale, through GVA Consultants AB, a Swedish corporation, and M.W. Kellogg Ltd., a
U.K. corporation. See Press Release, Halliburton Co., supra.

19. See 31 C.F.R. pt. 560 (2009). For a description of these sanctions, see infra Part I1.B.1.
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companies that are doing business in an SST, but it still does not ad-
vance a mechanism that enables these funds to discover such business
to begin with.

3. State Measures Relating to Sudan

Some of the most well-publicized information about companies’ ac-
tivities in or with Sudan has come out because a number of states have
revised guidelines for their pension funds, procurement agencies, and
treasuries in order to prohibit investment in companies that do busi-
ness in or with Sudan. The Illinois Act to End Atrocities and Terror-
ism in the Sudan (the “Illinois Sudan Act”)!3¢ prohibited the Illinois
Treasury from depositing state funds into any financial institution that
had not certified that it had implemented policies to ensure that loan
applicants do not directly or indirectly do business in Sudan,'3” and it
restricted the investment of public pension funds in Sudan-connected
entities.!3# In February 2007, the U.S. District Court for the Northern
District of Illinois struck down the Illinois Sudan Act, stating that it
interfered with the federal government’s authority over foreign af-
fairs.’*® To some extent, SADA was passed in response to this rul-
ing.140 Nevertheless, a number of states and institutional investors
maintain terror-free or Sudan-free investment disclosure or prohibi-
tion provisions.!'4!

D. U.S. Sanctions on Cuba
1. OFAC Measures

The third Sanctioned Country considered in this Article is Cuba.
U.S. sanctions against Cuba are some of the oldest and most restric-
tive of existing U.S. sanctions regimes.!42 The Cuban Assets Control

136. See 15 ILL. Comp. StaT. 520/22.5-22.6 (2009); id. 5/1-110.5.

137. See 15 ILL. Comp. StaT. 520/22.6(b)(1)-(5).

138. See 40 ILL. Comp. StaT. 5/1-110.5 (2009).

139. See Nat’l Foreign Trade Council v. Giannoulias, 523 F. Supp. 2d 731 (N.D. Ill. 2007).

140. This was much like the situation when U.S. sanctions against Burma (Myanmar) were
meaningfully strengthened after the Supreme Court struck down the Massachusetts law that
restricted investment in Burma. See Crosby v. Nat’l Foreign Trade Council, 530 U.S. 363 (2000).

141. For example, the California Public Employees’ Retirement Systems (CalPERS) is re-
quired to submit to the California legislature a report on investment holdings in companies with
business operations in Sudan. See CAL. Gov't CopE § 7513.6 (West 2008). Another example is
the state of Louisiana. See La. REv. STaT. AnN. § 11:313 (2009).

142. Only the measures in place against North Korea are older. Although North Korea was
recently removed from the SST list, the majority of measures remain in place against it. See
Yerkey, supra note 5, at 1517. This of course draws into question the efficacy and economic
impact of such long-running sanctions. See U.S. INT’L TRADE ComMm’N, THE Economic ImpacT
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Regulations (the “CACRs”) were issued'#? in 1963, and they prohibit
virtually all trade and transactions with Cuban nationals or the Cuban
government without an OFAC license. The goal of the sanctions is “to
isolate the Cuban government economically and deprive it of U.S.
dollars.”144

In addition, the CACRs impose a total freeze on Cuban assets in
the United States, both government and private; all property of Cuba
and Cuban nationals that is within the possession or control of persons
subject to the regulations is blocked.'*> The CACRs differ from the
sanctions against Iran and Sudan because they clearly apply to non-
U.S. subsidiaries of U.S. issuers; the CACRs apply to “person(s] sub-
ject to the jurisdiction of the United States,”4¢ which includes all U.S.
citizens and permanent residents wherever they are located, all people
and organizations physically in the United States, and all branches and
subsidiaries of U.S. organizations throughout the world.'4” The appli-
cation of the CACRs to non-U.S. companies owned or controlled by
U.S. individuals or companies (that is, foreign subsidiaries) means that
U.S. companies cannot conduct operations in or with Cuba indirectly
that they cannot conduct directly.

The CACRs have been revised numerous times.'4® During Presi-
dent Obama’s Administration, for example, the regulations have been
eased with respect to restrictions on trade and travel,’*® and on the
provision of telecommunications services in Cuba.'>® Nevertheless,

of U.S. Sancrions witH REspEcT To CuBA xiv-xv (2001); see DonNa RicH KapLowiTz,
ANATOMY OF A FAILED EMBARGO: U.S. SANCTIONS AGAINsT CuBA (1998).

143. The Cuban Assets Control Regulations were based on authority that was delegated to
the Department of the Treasury using the Trading with the Enemy Act of 1917 (TWEA). See 50
U.S.C. § 5 (2006). TWEA was passed in 1917 in order to grant the President authority during
wartime and national emergency to investigate, regulate, and prohibit transactions. See Blageff,
supra note 67, at 3. After 1977, TWEA was reserved for use during wartime, and subsequent
sanctions programs were promulgated under the authority of IEEPA, among other statutes.

144. OFAC, supra note 121, at 1.

145. 31 C.F.R. § 515.205 (2009).

146. “Person([s] subject to the jurisdiction of the United States” includes U.S. persons as well
as “any corporation, partnership, association, or other organization, wherever organized or do-
ing business, that is owned or controlled by” U.S. citizens or residents, or an organization organ-
ized under U.S. law. Id. § 515.329.

147. See OFAC, supra note 121, at 1.

148. For a good overview of the various changes made to the sanctions over the years, see
Blageff, supra note 67, at 16.

149. See OFAC, U.S. DeEP'T OF THE TREASURY, GUIDANCE ON IMPLEMENTATION OF CUBA
TRAVEL AND TRADE-RELATED PROVISIONS OF THE OMNIBUS APPROPRIATIONS AcT, 2009
(2009), available at http:/fwww.treas.gov/offices/enforcement/ofac/programs/cuba/omni_guide.
pdf (last visited Feb. 10, 2010).

150. See Press Release, White House Office of the Press Sec’y, Fact Sheet: Reaching Out to
the Cuban People (Apr. 13, 2009), http://www.whitehouse.gov/the_press_office/Fact-Sheet-
Reaching-out-to-the-Cuban-people/ (last visited Feb. 10, 2010).
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the United States’ long-term policy of isolating Cuba may be notewor-
thy to investors.

2. Congressional Action
a. The Cuban Democracy Act

Congress has also implemented a number of measures directly. In
1992, partially in response to Cuba’s post-Soviet efforts to attract in-
come through foreign tourism,'>* Congress passed the Cuban Democ-
racy Act (CDA).'5>2 The CDA denounced human rights abuses in
Cuba, tightened U.S. restrictions on trade with Cuba,!53 and increased
pressure on other countries that provided assistance to Cuba.’>* The
most controversial provision of the CDA was the seemingly extraterri-
torial prohibition on U.S.-owned or U.S.-controlled foreign firms’ en-
gagement in certain types of transactions with Cuba.!s>

b. The Cuban Liberty and Democratic Solidarity (Libertad) Act
(Helms-Burton Act)

The subsequent limited market reforms implemented by the Castro
regime led to an increase in foreign investment, though due to the
OFAC embargo and the CDA, no U.S. or U.S.-controlled companies
can make such investments. A turning point came in 1996—just as the
Clinton Administration was considering relaxing the U.S. embargo—
when the government of Cuba shot down two U.S.-based civilian air-

151. See Robert S. Gelbard, The Cuban Democracy Act and US Policy Toward Cuba, re-
printed in 3 U.S. Dept. of State Dispatch (Aug. 17, 1992) (statement of Robert S. Gelbard, Prin-
cipal Deputy Assistant Sec’y for Inter-Am. Affairs). The U.S. presidential elections that year
also likely played a role.

152. 22 U.S.C. §§ 6000-10 (2006). The CDA was also known as the “Torricelli Act,” after its
sponsor, New Jersey Democratic Representative Robert Torricelli.

153. See id. § 6005. The CDA also prohibited vessels that had entered a Cuban port from
loading or unloading in the United States for at least 180 days. See id. § 6005(b).

154. See 22 U.S.C. § 6003. The CDA states,

The President may apply the following sanctions on any country that provides assis-
tance to Cuba:

(A) The government of such country shall not be eligible for assistance under the
Foreign Assistance Act of 1961 or assistance or sales under the Arms Export Control
Act. ...

(B) Such country shall not be eligible, under any program, for forgiveness or reduc-
tion of debt owed to the United States Government.

Id. § 6003(b)(1) (citation omitted).

155. See 22 U.S.C. § 6005(a). This section effectively prohibited trade between Cuba and for-
eign corporations that are owned by U.S. persons. For a good discussion of the extraterritorial
reach of the CDA, see Comm. on Inter-Am. Affairs, supra note 53, at 327. Of course, the
OFAC regulations had a similar reach, but the direct imposition by Congress of such a measure
attracted attention.





